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Cyberattacks are on the rise—and they show no signs of slowing down. According to
the FBI’s 2020 Internet Crime Report, the Internet Crime Complaint Center received 69
percent more reports of cyberattacks than in 2019.1
Not only are cyberattacks becoming more frequent, they’re also becoming more
complex. Today’s hackers are stepping up their game; they’re constantly finding new
ways to infiltrate businesses and dwell in their environments—all without being detected.
It’s a difficult situation to keep pace with. Attackers are improving their use of automation
and capitalizing on a growing list of vulnerabilities and security gaps found in modern
business environments. But as bad actors continue to mature, businesses need to grow
and mature their defensive posture as well.
Organizations of all sizes are vulnerable to attacks—and while it’s often large
enterprises that make the news, small and medium-sized businesses (SMBs) aren’t
immune to cyberattacks or their impact. In fact, 46 percent of SMBs have been victims of
ransomware attacks, and 73 percent went ahead and paid the ransom.2
As bad actors increasingly target SMBs, these businesses are searching for solutions
to help secure their IT infrastructure. They often partner with third-party organizations
like managed service providers (MSPs) to keep them protected; however these MSPs
are facing their own series of challenges as they try to acquire the tools, personnel and
knowledge needed to defend against advanced attacks.
This eBook discusses how both SMBs and MSPs are vulnerable to cyberattacks, the
challenges in preventing these attacks and how a layered cybersecurity stack can
help address these issues.

more reports of cyberattacks than in 2019,
according to the FBI’s 2020 Internet Crime Report.
Source: FBI National Press 2021
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2

“FBI Releases the Internet Crime Complaint Center 2020 Internet Crime Report, Including COVID-19 Scam Statistics”, FBI National Press Office, March 17, 2021.
Infrascale Survey Reveals Close to Half of SMBs Have Been Ransomware Attack Targets, Infrascale, April 21, 2020.

3

MANAGED DETECTION & RESPONSE: THE MISSING LAYER IN YOUR CYBERSECURITY STACK

HIGH-PROFILE ATTACKS FROM 2021
Colonial Pipeline
Hackers attacked Colonial Pipeline, the largest fuel pipeline in the U.S., leading
to fuel shortages across the East Coast. The company paid the nearly $4.4M
ransom, but by that point, gas stations had shut down, and consumers were left
without fuel.3 Colonial Pipeline’s business records were also frozen. The attack was
accomplished thanks to a single password that was posted on the dark web.4
Microsoft Exchange
Four zero-day exploits were discovered on Microsoft Exchange Servers which
resulted in thousands of organizations—many of which were SMBs—being attacked.
The hackers established ongoing administrative control of the servers including
gaining access to email and installing web shell malware.5
Kaseya
Kaseya, an IT solutions developer for MSPs, was hacked by a group of Russian
cyberattackers that initially requested a total of $70M in ransom.6

“

3

Colonial Pipeline Ransomware Attack and What it Means to SMBs, Grade A.

4

Hackers Breached Colonial Pipeline Using Compromised Password, Bloomberg, June 4, 2021.

5

The Microsoft Exchange Server hack: A timeline, CSO, May 6, 2021.

6

Kaseya ransomware attack sets off race to hack services – researchers, Reuters, August, 3, 2021.
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“

Today’s hackers are
stepping up their game;
they’re constantly finding
new ways to infiltrate
businesses and dwell in
their environments—all
without being detected.

Why Are Cyberattacks Increasing?
We are now faced with an obvious question: Why has there been such a large increase in
cyberattacks? The convergence of several factors is creating this situation:

•

It’s incredibly easy for cybercriminals to execute attacks, such as ransomware, and collect
extorted payments. In 2020, it’s estimated that there were 65,000 successful ransomware
attacks—that’s one every eight minutes.7 Through the help of hacker forums on the dark web
and new business models like ransomware-as-a-service, cybercriminals have more resources
than ever before to grow their skills and carry out more cyberattacks.

•

Double extortion is an increasing motivator for cyberattackers to threaten SMBs. Not only
will hackers use ransomware to encrypt systems and demand payment, but they’re also ready
to threaten a business’ livelihood by releasing sensitive or personally identifiable information—
giving them a second form of ransom payment to collect.

•

Businesses are more willing to pay up in order to get back online as quickly as possible.8
Unfortunately, this reinforces that these types of attacks work and encourages attackers to
continue exploiting and extorting their victims.

•

Smaller organizations aren’t in a position to defend themselves—and attackers know that.
SMBs often assume that attackers will go after the “big guys,” leaving them ill-equipped
and unprepared to face off against today’s cyberattacks. In fact, 43 percent of SMBs have
no cybersecurity defense plan in place, and 33 percent of companies with 50 or fewer
employees are using free, consumer-grade software that tends to not be effective in detecting
complex cyberattacks.9

•

Preventive solutions aren’t enough to protect SMBs. Data captured from The Huntress
Security Platform, which detects persistent footholds and other cyberthreats, finds that 73
percent of persistent threats were found on endpoints with one preventive product already
present. Even with preventive solutions in place, attackers can still slip through the cracks—
which is why layered protection beyond the perimeter is so important. 10

•

SMBs and MSPs can’t afford to hire full-time cybersecurity employees. 57 percent of SMBs
lack full-time cybersecurity employees, which puts them at greater risk.11 It’s extremely difficult
to find these skilled employees, and they’re expensive. Huntress research indicates it costs
approximately $157k to hire a new cybersecurity analyst (around $126k in average salary and
$31k to pay a staffing agency to find a qualified candidate). MSPs are also experiencing these
same skill shortages and are struggling to keep up with attackers.

7

White House Warns Companies to Act Now on Ransomware Defenses, New York Times, June 3, 2021.

8

BullGuard: New Study Reveals One in Three SMBs Use Free Consumer Cybersecurity and One in Five Use No Endpoint Security at All”, PR Newswire, Feb. 19, 2020.

9

Ibid.

10

Data captured from The Huntress Security Platform which detects persistent footholds and other cyberthreats, Jan. – May 2021 (n=2,566)

11

The State of SMB Cybersecurity in 2020”, ConnectWise, September 24, 2020

5

MANAGED DETECTION & RESPONSE: THE MISSING LAYER IN YOUR CYBERSECURITY STACK

To combat threats, IT security needs to be a shared responsibility between both MSPs
and their SMB customers. Despite knowing this, many businesses are still missing critical
puzzle pieces when building their security infrastructure.

PREVENTIVE SOLUTIONS LIKE ANTIVIRUS ARE STILL CRUCIAL—
BUT THEY’RE NOT ENOUGH
Most companies’ first line of defense comes in the form of prevention-based
technologies, such as antivirus and firewalls. The basic function of these technologies is
to protect the perimeter and block attackers from gaining access to your environment.
However, these tools have inherent limitations—and hackers have figured out how to get
around them.
Humans drive hacking, and cybercriminals are avid students. They’re constantly looking
for new gaps to exploit or open-source tools to take advantage of. They’re backed by
entire communities on the dark web where the latest hacking tips, scripts and tools are
being circulated. And they’re enabled with back-alley business schemes and online
forums to buy and sell for-hire services like social engineering campaigns, website
spoofing and much more.
With all of this knowledge at their fingertips, hackers have developed tried-and-true
methods for bypassing the traditional prevention-based solutions that all too many
businesses rely on.
These traditional methods heavily depend on signature-based detections, automation
or machine learning to block what is known to be malicious—meaning if a new threat
is encountered that doesn’t appear to be outright malicious, it may not be blocked.
Hackers have learned to exploit these blindspots by masquerading as trusted
applications, allowing them to bypass preventive tools entirely. At that point, they’re
rendered completely useless.

6
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While preventive security solutions play an important role in obstructing attackers in their attempts
at initial access, they shouldn’t be the only line of defense.
Hackers are methodical. When they attack, they work their way through a multi-step process—
so the most suitable strategy to defend against their attacks is to have multiple layers of security.
It’s similar to the numerous safety functions present in cars; not only are there seatbelts, but also
airbags and other features that offer additional layers of security. Each serves a different purpose—
and together, they add up to provide much stronger protection.

TYPICAL ATTACKER PROCESS
RECONNAISSANCE

Harvesting email address, social
media info, etc.

INITIAL ACCESS

The break in (usually open RDP
or phishing)

PERSISTENCE

A backdoor to silently maintain access
across restarts or interruptions

DEVELOPMENT

Exploitation, installation, command
and control, stealing credentials,
lateral movement, etc.

EXECUTION

Deploy ransomware, cryptolocker,
theft of funds, etc.

To stop cyberthieves, you must have a strong, layered security stack in place. As the above image
illustrates, attackers will carry out increasingly serious attack methods after they’ve slipped past
your preventive defenses. Additional layers means additional opportunities to snare hackers before
they can deploy ransomware or inflict any major damage.
However, even with layers, no solution provides 100 percent protection. There will always be some
risk—but you can greatly mitigate it with the right security solutions.

7
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The NIST Framework & the Importance
of Layered Cybersecurity
The Cybersecurity Framework from NIST (National Institute of Standards and Technology)12
illustrates how layers of security solutions should work together to minimize the risk of
cyberthreats. The framework’s purpose is to help organizations ensure they have the right
policies and cybersecurity foundations in place to combat threats. It focuses on five core
components: identify, protect, detect, respond and recover. Together, these “layers” or
successive tiers of security software solutions can work together to maximize an organization’s
ability to defend itself from attack.

IDENTIFY

PROTECT

DETECT

RESPOND

RECOVER

It’s helpful to understand the purpose of the NIST Framework’s components so you can implement them as
part of a layered security stack:
Identify entails determining an organization’s critical functions and the cybersecurity
risks that could disrupt them.
Protect defines the safeguards required to deliver critical infrastructure services. It
supports the ability to limit or contain the impact of a potential cybersecurity event.
Detect includes having the relevant measures in place to quickly uncover threats and
other risks. This includes continuous monitoring and threat hunting to identify unusual
activity and potential attacks.
Respond focuses on implementing relevant measures to take action against a
cybersecurity incident. This includes response planning, analysis and mitigation.
Recover includes having a strategic plan in place to restore any capabilities or services
that were damaged during a cybersecurity incident. This can include recovery planning
procedures to restore systems and implementing improvements based on lessons
learned.13

12

Cybersecurity Framework, National Institute of Standards and Technology.

13

NIST Cybersecurity Framework Components Explained, Swiss CyberForum.
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Many organizations, including SMBs and MSPs, have gaps in their layers where they’re missing some
of the NIST components to protect their organization. Often, they overfocus on preventive solutions,
which are those that sit in the identify and protect layers, at the expense of others, such as respond
and detect.
They may even have multiple preventive solutions in place, which can lead to a false sense of
security. An appropriate stack of security layers means protection at ALL levels, including taking the
necessary steps to prevent an attack, but also quickly detecting and responding to threats that do
make their way through.

WHAT A SOLID SECURITY STACK LOOKS LIKE
ASSET MANAGEMENT (RMM)
FIREWALL
DNS SECURITY
EMAIL SECURITY
ENDPOINT PROTECTION (PREVENTIVE AND DETECTIVE)
MULTI-FACTOR AUTHENTICATION
SECURITY EVENT MONITORING (HOST AND CLOUD)
SECURITY EDUCATION, TRAINING AND AWARENESS
MANAGED DETECTION AND RESPONSE (TOOLS AND PERSONNEL)
BACKUP AND DISASTER RECOVERY (SOLUTION AND RESPONSE PLAN)

9
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BUILDING A TALL TOWER TO KEEP CYBERATTACKERS OUT

to keep attackers out. As threats become more sophisticated,
organizations often make the wall taller by adding more preventive
security solutions to keep attackers from climbing over.
However, the unfortunate reality is they often find ways to sneak
around, scale the wall or break through it. Once they’re in,
preventive tools are no longer effective; that’s where detection
and response solutions come in. Most small businesses assume
prevention is enough, but you can’t rely on antivirus, for example, to
pinpoint when and where a persistent threat is hiding and waiting

“

The moral of the story
is don’t just focus on
stopping the bad guys
from getting in without
filling other gaps in your
security stack.

for the right time to strike.
Tools like antivirus are designed to stop threats from getting
in, but they can’t “know” if they’ve been deceived. This is why
persistent threats are so dangerous—once they’ve gotten past
the preventive solutions’ perimeter defenses, attackers can lurk
and hide in plain sight while plotting their next move. Meanwhile,
antivirus and other preventive tools continue operating as if
everything is fine. The moral of the story is don’t just focus on
stopping the bad guys from getting in without filling other gaps in
your security stack.
When hackers sneak in, you need the ability to catch and remove
them before they can strike. Managed detection and response
(MDR) is a key bridge and can help you quickly identify attacks
and take the appropriate action to prevent or mitigate damage.
MDR services are tightly focused on detecting and responding
to bad actors and malicious activity. Rather than relying on a
set of definitions, MDR seeks out the symptoms of embedded
vulnerabilities and will actively monitor for hidden, persistent
threats.14 MDR works best when it’s also combined with human
expertise to hunt down cyberattackers who’ve already infiltrated
your perimeter and toss them over the wall before they can do
damage. This makes MDR a formidable weapon against the
threats you don’t know are there—and even the threats you don’t
yet know about.

14

What is Managed Detection and Response (MDR)?, Just Cyber Security.
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“

Piling on preventive solutions is akin to building a tall castle wall

How Managed Detection and Response
(MDR) Plugs Security Gaps
Most businesses are missing the “detect” and “respond” components within their
layered security stack. But one of the best ways to satisfy the demands of detecting,
responding to and mitigating today’s advanced threats is through MDR.
Bad actors are using attack techniques like persistence to place an implant or a
“backdoor” that evades automated antivirus solutions and kickstarts more malware.
In other words, persistence enables hackers to hide in wait in your environment—
oftentimes without you knowing they have access in the first place. But MDR
capabilities enable you to sniff out persistent threats that are discreetly maintaining
long-term access to your systems. It’s a level of functionality that traditional,
preventive security tools can’t offer.
Not only does MDR offer additional functionality, but it also takes an entirely new
approach to security. Instead of just passively waiting to be notified of a threat, MDR
takes a more proactive approach and goes on the hunt for potential threats that
might be lurking—and that can save you precious time and money.

THE IMPORTANCE OF THE HUMAN ELEMENT IN THREAT HUNTING
It’s also important to note that while a comprehensive security stack is critical, even
the most sophisticated software can still be outsmarted by humans. Adding humanpowered threat hunting provides proactive defense for evolving threats, with the
ability to chase down and evict cybercriminals who’ve planted a persistent foothold
in your infrastructure.
Humans are smarter than machines and can provide a layer of context and manual
analysis that automated tools just can’t match. Software can pinpoint something that
looks suspicious (or worse, miss something that is, in fact, malicious), but a trained
cybersecurity analyst can dive in and determine what’s happening, how a threat
made its way into your environment and the best way to quickly remediate it.
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What to Look For in an MDR Solution
MDR empowers you with the critical ability to quickly detect and respond to threats and potential
cyberattacks. When you’re evaluating MDR options, keep these criteria in mind:

•

Easy-to-use without sending a multitude of false-positive alerts so IT teams aren’t overwhelmed
determining which ones are relevant.

•

Easy to deploy, maintain and operate so your time-strapped IT team can focus on other tasks.

•

Quick to integrate with other internal solutions (for MSPs, this includes things like RMM and PSA
systems) so threat data can be shared. The best tools will simply plug into your existing systems
and workflows and won’t add unnecessary complexity.

•

Ready-to-share roadmap that describes functionality planned for future product releases,
ensuring the software is always up to date to prevent the latest threats.

•

Skilled human experts who have the specialized knowledge to identify and subvert attacks
that automated software can’t find.

HOW DO YOU FIND TRAINED SECURITY EXPERTS?
No software is 100 percent bulletproof—and that’s where the human element comes in. Not even
artificial intelligence or machine learning can best humans in ferreting out persistent threats. Trained
security experts who complement MDR software can tighten the rope around cyberattackers and
expel them before they do extensive damage.
So how do you find these security professionals? There are a few options:

•

Hire in-house security experts, although they’re in great demand and command
high salaries.

•

Build the expertise yourself, such as developing an in-house Security Operations Center—
although that tends to be expensive. It also often sends unnecessary information to your IT
team, which makes it hard to determine what’s relevant or a false positive.

•

Outsource and augment your staff with knowledgeable security experts. With this approach,
you won’t be burdened with the overhead of employing internal security experts, and your
team has a knowledgeable, supportive partner who truly understands hackers’ behavior.

12
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5 Ways to Evaluate a Vendor’s Security Team
Not all offerings are alike, of course. Here are some criteria to keep in mind as you
evaluate vendors’ security teams:

1

What type of training do the security experts have? Are they trained in specific
applications, operating systems, and device types that complement your system
infrastructure?

2

Have they worked with organizations like yours before and do they understand your
business? For example, if you’re a medical provider, you’ll want to work with a company
that understands health care compliance regulations.

3

How do they ensure they’re passing along valid threats, not false positives? There can
be a great deal of noise in these tools so you’ll need someone internally to verify if alerts
are truly threats. Look for a solution that’s aligned with the level of administration you’re
willing to provide so your team isn’t overwhelmed investigating issues. It’s also important to
ask the vendor how they remove false positives so they aren’t sent onward to your team.

4

How do they complement other security solutions? Do they have examples of how
they’ve caught threats other solutions missed? Will their solution ‘play nicely’ with other
solutions in your environment? (Meaning will there be any application conflicts between
their solution and other software such as security solutions?)

5

What’s their process for scanning an environment for threats? How will they contact
you if they find one? It’s important to understand if they’ll communicate with you by phone,
email or some other method. How quickly can you expect to hear from them? Do they offer
24/7 support? Do they take steps beyond merely notifying you or do they institute a more
proactive approach such as informing you how an issue can be fixed?
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You can beat hackers at their own game by having an effective, layered security stack
with solutions that complement one another in sniffing out threats. It’s important to
not forget the valuable role that MDR services play in finding stealthy attackers that
breached your security wall so you can fight back.
It’s also key to remember that automated software isn’t 100 percent effective. You
need knowledgeable people on your side, too, because attackers are well-versed at
eventually outsmarting software. A human can do the detective work to root out where
attackers have established footholds and eliminate access before they do
major damage.

ABOUT HUNTRESS
Hackers are constantly evolving, exploiting new vulnerabilities and dwelling in
SMB environments—until they meet Huntress.
Huntress enables our partners to find and stop hidden threats that sneak past
preventive security tools. Founded by former NSA Cyber Operators—and backed by
a team of ThreatOps researchers—we help our partners protect their customers from
persistent footholds, ransomware and other attacks.

Take a look under the hood and explore the power of managed
detection and response backed by 24/7 threat hunting.
Attend a demo and let us show you what Huntress is all about.

huntress.com
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